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Vulnerabilities by Plugin




44657 (1) - Linux Daemons with Broken Links to Executables

Synopsis

A daemon on the remote Linux host may need to be restarted.

Description

By examining the '/proc’ filesystem on the remote Linux host, Nessus has identified at least one currently-running
daemon for which the link to the corresponding executable is broken.

This can occur when the executable associated with a daemon is replaced on disk but the daemon itself has
not been restarted. And if the changes are security-related, the system may remain vulnerable to attack until the
daemon is restarted.

Alternatively, it could result from an attacker removing files in an effort to hide malicious activity.

Solution

Inspect each reported daemon to determine why the link to the executable is broken.

Risk Factor

Critical

CVSS Base Score

10.0 (CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C)

Plugin Information:

Published: 2010/02/17, Modified: 2015/10/21

Plugin Output

192.168.0.90 (tcp/0)

The fol |l owi ng daenons are associated with broken links to
execut abl es :

- 68 udp: (/usr/sbin/dhclient;5ac35977)
- 37021 udp: (/usr/sbin/dhclient;5ac35977)
- 3839 udp: (/usr/sbin/dhclient;5ac35977)

44657 (1) - Linux Daemons with Broken Links to Executables 4



42411 (2) - Microsoft Windows SMB Shares Unprivileged Access

Synopsis

It is possible to access a network share.

Description

The remote has one or more Windows shares that can be accessed through the network with the given
credentials.

Depending on the share rights, it may allow an attacker to read/write confidential data.

Solution

To restrict access under Windows, open Explorer, do a right click on each share, go to the 'sharing' tab, and click
on 'permissions'.

Risk Factor

High

CVSS Base Score

7.5 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:P)

CVSS Temporal Score

7.5 (CVSS2#E:H/RL:U/RC:ND)

References

BID 8026

CVE CVE-1999-0519
CVE CVE-1999-0520
XREF OSVDB:299

Plugin Information:

Published: 2009/11/06, Modified: 2011/03/27

Plugin Output

192.168.0.84 (tcp/445)

The foll owi ng shares can be accessed as kamata :

- Users - (readable)

42411 (2) - Microsoft Windows SMB Shares Unprivileged Access 5
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+ Content of this share :
Def aul t
deskt op. i ni

kamat a. HOST
Packages

192.168.0.253 (tcp/445)

The followi ng shares can be accessed as kamata :

- yaccbackup$ - (readable,witable)
+ Content of this share :

_KD11_*..>..... ,14...,15.(14.715.) . zbk

- Users - (readable)
+ Content of this share :

Def aul t

Def aul t. m grat ed
deskt op. i ni

kamat a. HOST
kamat a. HOST. 000

42411 (2) - Microsoft Windows SMB Shares Unprivileged Access



Synopsis

The SSL certificate for this service cannot be trusted.

Description

The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the
chain of trust can be broken, as stated below :

- First, the top of the certificate chain sent by the server might not be descended from a known public certificate
authority. This can occur either when the top of the chain is an unrecognized, self-signed certificate, or when
intermediate certificates are missing that would connect the top of the certificate chain to a known public
certificate authority.

- Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can occur
either when the scan occurs before one of the certificate's 'notBefore' dates, or after one of the certificate's
'notAfter' dates.

- Third, the certificate chain may contain a signature that either didn't match the certificate's information or could
not be verified. Bad signatures can be fixed by getting the certificate with the bad signature to be re-signed by its
issuer. Signatures that could not be verified are the result of the certificate's issuer using a signing algorithm that
Nessus either does not support or does not recognize.

If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify
the authenticity and identity of the web server. This could make it easier to carry out man-in-the-middle attacks
against the remote host.

See Also

http://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509

Solution

Purchase or generate a proper certificate for this service.

Risk Factor

Medium

CVSS v3.0 Base Score

6.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N)

CVSS Base Score

6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)

51192 (5) - SSL Certificate Cannot Be Trusted 7
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Plugin Information:

Published: 2010/12/15, Modified: 2017/05/18

Plugin Output

192.168.0.82 (tcp/3389)

The following certificate was at the top of the certificate
chain sent by the rempte host, but it is signed by an unknown
certificate authority :

| - Subj ect : CNFHOST-MD9.HOST.co.jp |-
| ssuer : CN=HOST- MD9. HOST. co. j p

192.168.0.84 (tcp/3389)

The following certificate was at the top of the certificate
chain sent by the renote host, but it is signed by an unknown
certificate authority :

| - Subj ect : CN=HOST-MD8.HOST.coO.jp |-
| ssuer : CN=HOST- MD8. HOST. CO.jp

192.168.0.90 (tcp/8834)

The following certificate was at the top of the certificate
chain sent by the renmpote host, but it is signed by an unknown
certificate authority :

| - Subj ect : O=Nessus Users United/ OU=Nessus Server/L=New Yor k/ C=US/ ST=NY/ CN=Il ocal host . | ocal donai n

| -I'ssuer : O=Nessus Users United/ OU=Nessus Certification Authority/L=New York/ C=US/ ST=NY/ CN=Nessus
Certification Authority

192.168.0.251 (tcp/443)

The following certificate was part of the certificate chain
sent by the renote host, but it has expired :

| - Subj ect : C=AU ST=Sone-State/ O=I nternet Wdgits Pty Ltd/ CN=TS Seri es NAS
| -Not After : Aug 21 06:50:42 2012 GMJr

The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

| - Subj ect : C=AU ST=Sone-State/ O=Internet Wdgits Pty Ltd/ CN=TS Series NAS
| -1ssuer : C=AU ST=Sone-State/ O=Internet Wdgits Pty Ltd/ CN=TS Series NAS

192.168.0.254 (tcp/443)

The following certificate was at the top of the certificate

51192 (5) - SSL Certificate Cannot Be Trusted



chain sent by the renmote host, but it is signed by an unknown
certificate authority :

| - Subj ect : C=US/ ST=Cal i f or ni a/ L=Sunnyval e/ O=Fortinet/OU=Certificate Authority/CN=support/
E=support @ortinet.com

| -1ssuer : C=US/ ST=Cal i fornial/L=Sunnyval e/ O=Fortinet/OU=Certificate Authority/CN=support/
E=support @ortinet.com

51192 (5) - SSL Certificate Cannot Be Trusted



Synopsis

The SSL certificate for this service is for a different host.

Description

The ‘commonName' (CN) attribute of the SSL certificate presented for this service is for a different machine.

Solution

Purchase or generate a proper certificate for this service.

Risk Factor

Medium

CVSS v3.0 Base Score

5.3 (CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:L/A:N)

CVSS Base Score

5.0 (CVSS2#AV:N/AC:L/AU:N/C:N/I:P/A:N)

Plugin Information:

Published: 2010/04/03, Modified: 2017/06/05

Plugin Output

192.168.0.82 (tcp/3389)

The identities known by Nessus are :

192.168. 0. 82
192. 168. 0. 82

The Common Nane in the certificate is :

HOST- MD9. HOST. co. j p

192.168.0.84 (tcp/3389)

The identities known by Nessus are :

192.168. 0. 84
192.168. 0. 84

45411 (4) - SSL Certificate with Wrong Hostname
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The Common Nane in the certificate is :

HOST- MD8. HOST. cO. | p

192.168.0.251 (tcp/443)

The identities known by Nessus are :

192.168. 0. 251
192.168. 0. 251

The Common Nane in the certificate is :

TS Series NAS

192.168.0.253 (tcp/3389)

The identities known by Nessus are :

192. 168. 0. 253
192. 168. 0. 253

The Common Nane in the certificate is :

SRV- W N7. HOST. co. j p

45411 (4) - SSL Certificate with Wrong Hostname
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Synopsis

The SSL certificate chain for this service ends in an unrecognized self-signed certificate.

Description

The X.509 certificate chain for this service is not signed by a recognized certificate authority. If the remote host

is a public host in production, this nullifies the use of SSL as anyone could establish a man-in-the-middle attack

against the remote host.

Note that this plugin does not check for certificate chains that end in a certificate that is not self-signed, but is
signed by an unrecognized certificate authority.

Solution

Purchase or generate a proper certificate for this service.

Risk Factor

Medium

CVSS Base Score

6.4 (CVSS2#AV:N/AC:L/AU:N/C:P/I:P/A:N)

Plugin Information:

Published: 2012/01/17, Modified: 2016/12/14

Plugin Output

192.168.0.82 (tcp/3389)

The following certificate was found at the top of the certificate
chain sent by the renpte host, but is self-signed and was not
found in the list of known certificate authorities :

| - Subj ect : CN=HOST- MD9. HOST. co. j p

192.168.0.84 (tcp/3389)

The following certificate was found at the top of the certificate
chain sent by the rempte host, but is self-signed and was not
found in the list of known certificate authorities :

| - Subj ect : CN=HOST- MD8. HOST. co. j p

57582 (4) - SSL Self-Signed Certificate
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192.168.0.251 (tcp/443)

The following certificate was found at the top of the certificate
chain sent by the renpte host, but is self-signed and was not
found in the list of known certificate authorities :

| - Subj ect : C=AU ST=Sone-State/ O=Internet Wdgits Pty Ltd/ CN=TS Series NAS

192.168.0.254 (tcp/443)

The following certificate was found at the top of the certificate
chain sent by the renote host, but is self-signed and was not
found in the list of known certificate authorities :

| - Subj ect : C=US/ ST=Cal i f orni a/ L=Sunnyval e/ O=Fortinet/OU=Certificate Authority/CN=support/
E=support @ortinet.com

57582 (4) - SSL Self-Signed Certificate

13



Synopsis

Signing is not required on the remote SMB server.

Description

Signing is not required on the remote SMB server. An unauthenticated, remote attacker can exploit this to
conduct man-in-the-middle attacks against the SMB server.

See Also

https://support.microsoft.com/en-us/kb/887429
http://technet.microsoft.com/en-us/library/cc731957.aspx
http://www.nessus.org/u?74b80723
http://www.samba.org/samba/docs/man/manpages-3/smb.conf.5.html

http://www.nessus.org/u?a3cac4ea

Solution

Enforce message signing in the host's configuration. On Windows, this is found in the policy setting 'Microsoft

network server: Digitally sign communications (always)'. On Samba, the setting is called 'server signing'. See the

'see also' links for further details.

Risk Factor

Medium

CVSS Base Score

5.0 (CVSS2#AV:N/AC:L/Au:N/C:N/1:P/A:N)

CVSS Temporal Score

3.7 (CVSS2#E:U/RL:OF/RC:C)

Plugin Information:

Published: 2012/01/19, Modified: 2016/12/09

Plugin Output

192.168.0.82 (tcp/445)
192.168.0.84 (tcp/445)
192.168.0.251 (tcp/445)
192.168.0.253 (tcp/445)

57608 (4) - SMB Signing Disabled
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Synopsis

An SSL certificate in the certificate chain has been signed using a weak hash algorithm.

Description

The remote service uses an SSL certificate chain that has been signed using a cryptographically weak hashing
algorithm (e.g. MD2, MD4, MD5, or SHA1). These signature algorithms are known to be vulnerable to collision

attacks. An attacker can exploit this to generate another certificate with the same digital signature, allowing an

attacker to masquerade as the affected service.

Note that this plugin reports all SSL certificate chains signed with SHA-1 that expire after January 1, 2017 as
vulnerable. This is in accordance with Google's gradual sunsetting of the SHA-1 cryptographic hash algorithm.

Note that certificates in the chain that are contained in the Nessus CA database (known_CA.inc) have been
ignored.

See Also

https://tools.ietf.org/html/rfc3279
http://www.nessus.org/u?el120eeal

http://technet.microsoft.com/en-us/security/advisory/961509

Solution

Contact the Certificate Authority to have the certificate reissued.

Risk Factor

Medium

CVSS Base Score

5.0 (CVSS2#AV:N/AC:L/AU:N/C:N/I:P/A:N)

CVSS Temporal Score

4.3 (CVSS2#E:ND/RL:OF/RC:C)

References

BID 11849

BID 33065

CVE CVE-2004-2761
XREF OSVDB:45106
XREF OSVDB:45108

35291 (2) - SSL Certificate Signed Using Weak Hashing Algorithm
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XREF OSVDB:45127
XREF CERT:836068
XREF CWE:310

Plugin Information:

Published: 2009/01/05, Modified: 2018/02/20

Plugin Output

192.168.0.251 (tcp/443)

The following certificates were part of the certificate chain sent by
the renote host, but contain hashes that are considered to be weak.

| - Subj ect : C=AU ST=Sone- State/ O=I nternet Wdgits Pty Ltd/ CN=TS Seri es NAS
| -Signature Algorithm: MD5 Wth RSA Encryption

| -Valid From : Aug 22 06:50:42 2007 GVIr

|-Valid To : Aug 21 06:50:42 2012 GVIr

192.168.0.254 (tcp/443)

The following certificates were part of the certificate chain sent by
the renote host, but contain hashes that are considered to be weak.

| - Subj ect : C=US/ ST=Cal i f or ni a/ L=Sunnyval e/ C=For ti net/ OU=Forti Gat e/ CN=FGT40C3914025969/
E=support @ortinet.com

| -Signature Algorithm: SHA-1 Wth RSA Encryption
| -Valid From : Jul 10 11:17:05 2014 GVIr
| -Valid To : Jan 19 03:14:07 2038 GVII

35291 (2) - SSL Certificate Signed Using Weak Hashing Algorithm
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http://cwe.mitre.org/data/definitions/310

Synopsis

The remote server's SSL certificate has already expired.

Description

This plugin checks expiry dates of certificates associated with SSL- enabled services on the target and reports
whether any have already expired.

Solution

Purchase or generate a new SSL certificate to replace the existing one.

Risk Factor

Medium

CVSS Base Score

5.0 (CVSS2#AV:N/AC:L/AuU:N/C:N/I:P/A:N)

Plugin Information:

Published: 2004/12/03, Modified: 2016/01/08

Plugin Output

192.168.0.251 (tcp/443)

The SSL certificate has al ready expired :

Subj ect : C=AU, ST=Sone-State, O=Internet Wdgits Pty Ltd, CN=TS Series NAS
| ssuer : C=AU, ST=Sone-State, O=Internet Wdgits Pty Ltd, CN=TS Series NAS
Not valid before : Aug 22 06:50:42 2007 GMVr
Not valid after : Aug 21 06:50:42 2012 GMVr

15901 (1) - SSL Certificate Expiry
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Synopsis

It may be possible to get access to the remote host.

Description

The remote version of the Remote Desktop Protocol Server (Terminal Service) is vulnerable to a man-in-the-
middle (MiTM) attack. The RDP client makes no effort to validate the identity of the server when setting up
encryption. An attacker with the ability to intercept traffic from the RDP server can establish encryption with the
client and server without being detected. A MiTM attack of this nature would allow the attacker to obtain any
sensitive information transmitted, including authentication credentials.

This flaw exists because the RDP server stores a hard-coded RSA private key in the mstlsapi.dll library. Any
local user with access to this file (on any Windows system) can retrieve the key and use it for this attack.

See Also

http://www.oxid.it/downloads/rdp-gbu.pdf
http://www.nessus.org/u?e2628096

http://technet.microsoft.com/en-us/library/cc782610.aspx

Solution

- Force the use of SSL as a transport layer for this service if supported, or/and

- Select the "Allow connections only from computers running Remote Desktop with Network Level Authentication'
setting if it is available.

Risk Factor

Medium

CVSS Base Score

5.1 (CVSS2#AV:N/AC:H/Au:N/C:P/I:P/A:P)

CVSS Temporal Score

4.6 (CVSS2#E:F/RL:W/RC:ND)

References

BID 13818

CVE CVE-2005-1794
XREF OSVDB:17131
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Plugin Information:

Published: 2005/06/01, Modified: 2016/11/23

Plugin Output

192.168.0.84 (tcp/3389)

18405 (1) - Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle Weakness
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Synopsis

The remote service supports the use of medium strength SSL ciphers.

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards
medium strength as any encryption that uses key lengths at least 64 bits and less than 112 bits, or else that uses
the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same
physical network.

See Also

https://lwww.openssl.org/blog/blog/2016/08/24/sweet32/

Solution

Reconfigure the affected application if possible to avoid use of medium strength ciphers.

Risk Factor

Medium

CVSS v3.0 Base Score

5.3 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N)

CVSS Base Score

5.0 (CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N)

Plugin Information:

Published: 2009/11/23, Modified: 2017/09/01

Plugin Output

192.168.0.254 (tcp/443)

Here is the |ist of nediumstrength SSL ci phers supported by the renpte server :

Medi um Strength Ci phers (> 64-bit and < 112-bit key, or 3DES)

EDH- RSA- DES- CBC3- SHA Kx=DH Au=RSA Enc=3DES- CBC( 168) Mac=SHA1
ECDHE- RSA- DES- CBC3- SHA Kx=ECDH Au=RSA Enc=3DES- CBC( 168) Mac=SHA1
DES- CBC3- SHA Kx=RSA Au=RSA Enc=3DES- CBC( 168) Mac=SHA1l
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The fields above are

{OpenSSL ci pher nane}

Kx={ key exchange}

Au={aut henti cati on}
Enc={symmretric encryption nethod}
Mac={ nessage aut hentication code}
{export flag}

42873 (1) - SSL Medium Strength Cipher Suites Supported
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Synopsis

The remote host is using weak cryptography.

Description

The remote Terminal Services service is not configured to use strong cryptography.

Using weak cryptography with this service may allow an attacker to eavesdrop on the communications more
easily and obtain screenshots and/or keystrokes.

Solution

Change RDP encryption level to one of :
3. High

4. FIPS Compliant

Risk Factor

Medium

CVSS Base Score

4.3 (CVSS2#AV:N/AC:M/Au:N/C:P/I:N/A:N)

Plugin Information:

Published: 2012/01/25, Modified: 2018/01/29

Plugin Output

192.168.0.84 (tcp/3389)

The term nal services encryption level is set to :

2. Medi um

57690 (1) - Terminal Services Encryption Level is Medium or Low
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Synopsis

The remote Terminal Services doesn't use Network Level Authentication only.

Description

The remote Terminal Services is not configured to use Network Level Authentication (NLA) only. NLA uses the
Credential Security Support Provider (CredSSP) protocol to perform strong server authentication either through
TLS/SSL or Kerberos mechanisms, which protect against man-in-the-middle attacks. In addition to improving
authentication, NLA also helps protect the remote computer from malicious users and software by completing
user authentication before a full RDP connection is established.

See Also

http://technet.microsoft.com/en-us/library/cc732713.aspx

http://www.nessus.org/u?e2628096

Solution

Enable Network Level Authentication (NLA) on the remote RDP server. This is generally done on the 'Remote’
tab of the 'System’ settings on Windows.

Risk Factor

Medium

CVSS Base Score

4.3 (CVSS2#AV:N/AC:M/AuU:N/C:P/I:N/A:N)

Plugin Information:

Published: 2012/03/23, Modified: 2018/01/29

Plugin Output

192.168.0.84 (tcp/3389)

Nessus was abl e to negotiate non-NLA (Network Level Authentication) security.
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Synopsis

The remote SSH server is configured to allow weak encryption algorithms or no algorithm at all.

Description

Nessus has detected that the remote SSH server is configured to use the Arcfour stream cipher or no cipher at
all. RFC 4253 advises against using Arcfour due to an issue with weak keys.

See Also

https://tools.ietf.org/html/rfc4253#section-6.3

Solution

Contact the vendor or consult product documentation to remove the weak ciphers.

Risk Factor

Medium

CVSS Base Score

4.3 (CVSS2#AV:N/AC:M/Au:N/C:P/I:N/A:N)

Plugin Information:

Published: 2016/04/04, Modified: 2016/12/14

Plugin Output

192.168.0.254 (tcp/22)

The foll owi ng weak server-to-client encryption algorithms are supported :
ar cf our
The following weak client-to-server encryption algorithms are supported :

ar cf our

90317 (1) - SSH Weak Algorithms Supported
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70658 (2) - SSH Server CBC Mode Ciphers Enabled

Synopsis

The SSH server is configured to use Cipher Block Chaining.

Description

The SSH server is configured to support Cipher Block Chaining (CBC) encryption. This may allow an attacker to
recover the plaintext message from the ciphertext.

Note that this plugin only checks for the options of the SSH server and does not check for vulnerable software
versions.

Solution

Contact the vendor or consult product documentation to disable CBC mode cipher encryption, and enable CTR
or GCM cipher mode encryption.

Risk Factor

Low

CVSS Base Score

2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/1:N/A:N)

CVSS Temporal Score

2.6 (CVSS2#E:ND/RL:ND/RC:ND)

References

BID 32319

CVE CVE-2008-5161
XREF OSVDB:50035
XREF OSVDB:50036
XREF CERT:958563
XREF CWE:200

Plugin Information:

Published: 2013/10/28, Modified: 2016/05/12

Plugin Output

192.168.0.90 (tcp/22)
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http://cwe.mitre.org/data/definitions/200

The followi ng client-to-server Cipher
are supported :

3des-chc
aes128- cbc
aes192- cbc
aes256- cbhc

bl owf i sh-chc
cast 128-chc

The following server-to-client Ci pher
are supported :

3des-chc
aes128- cbc
aes192- cbc
aes256- cbhc

bl owf i sh-chc
cast 128-chc

192.168.0.254 (tcp/22)

The followi ng client-to-server G pher
are supported :

3des- chc

aes128- chc

aes192- chc

aes256- chc

bl owf i sh-cbc

cast 128-cbhc

rijndael -cbc@ysator.liu.se

The foll owi ng server-to-client G pher
are supported :

3des- chc

aes128- chc

aes192- chc

aes256- chc

bl owf i sh-cbc

cast 128-cbhc

rijndael -cbc@ysator.|iu.se

Bl ock Chai ning (CBC) al gorithms

Bl ock Chai ning (CBC) al gorithms

Bl ock Chai ning (CBC) al gorithms

Bl ock Chai ning (CBC) al gorithms

70658 (2) - SSH Server CBC Mode Ciphers Enabled
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30218 (1) - Terminal Services Encryption Level is not FIPS-140 Compliant

Synopsis

The remote host is not FIPS-140 compliant.

Description

The encryption setting used by the remote Terminal Services service is not FIPS-140 compliant.

Solution

Change RDP encryption level to :

4. FIPS Compliant

Risk Factor

Low

CVSS Base Score

2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/1:N/A:N)

Plugin Information:

Published: 2008/02/11, Modified: 2018/01/29

Plugin Output

192.168.0.84 (tcp/3389)

The term nal services encryption level is set to :

2. Medium (Client Conpatible)
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33851 (1) - Network daemons not managed by the package system

Synopsis

Some daemon processes on the remote host are associated with programs that have been installed manually.

Description

Some daemon processes on the remote host are associated with programs that have been installed manually.

System administration best practice dictates that an operating system's native package management tools be
used to manage software installation, updates, and removal whenever possible.

Solution

Use packages supplied by the operating system vendor whenever possible.

And make sure that manual software installation agrees with your organization's acceptable use and security
policies.

Risk Factor

Low

CVSS Base Score

2.1 (CVSS2#AV:N/AC:H/AuU:S/C:N/I:P/A:N)

Plugin Information:

Published: 2008/08/08, Modified: 2017/08/28

Plugin Output

192.168.0.90 (tcp/0)

The fol |l owi ng runni ng daenons are not nanaged by RPM :

[ usr/ sbi n/dhclient;5ac35977
[ usr/ sbi n/dhclient; 5ac35977
[ usr/ sbi n/dhclient;5ac35977
[ usr/ sbi n/ dnsnasq; 5ac35977
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69551 (1) - SSL Certificate Chain Contains RSA Keys Less Than 2048 bits

Synopsis

The X.509 certificate chain used by this service contains certificates with RSA keys shorter than 2048 bits.

Description

At least one of the X.509 certificates sent by the remote host has a key that is shorter than 2048 bits. According
to industry standards set by the Certification Authority/Browser (CA/B) Forum, certificates issued after January 1,
2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits after January 1, 2014. Additionally,
some SSL certificate vendors may revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less than 2048 bits if they were issued prior to
December 31, 2010, as the standard considers them exempt.

See Also

https://lwww.cabforum.org/Baseline_Requirements_V1.pdf

Solution

Replace the certificate in the chain with the RSA key less than 2048 bits in length with a longer key, and reissue
any certificates signed by the old certificate.

Risk Factor

Low

Plugin Information:

Published: 2013/09/03, Modified: 2014/04/10

Plugin Output

192.168.0.254 (tcp/443)

The following certificates were part of the certificate chain
sent by the renote host, but contain RSA keys that are considered
to be weak :

| - Subj ect : C=US/ ST=Cal i f or ni a/ L=Sunnyval e/ O=For ti net/ OU=Forti Gat e/ CN=FGT40C3914025969/
E=support @ortinet.com
| -RSA Key Length : 1024 bits
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71049 (1) - SSH Weak MAC Algorithms Enabled

Synopsis

The remote SSH server is configured to allow MD5 and 96-bit MAC algorithms.

Description

The remote SSH server is configured to allow either MD5 or 96-bit MAC algorithms, both of which are
considered weak.

Note that this plugin only checks for the options of the SSH server, and it does not check for vulnerable software
versions.

Solution

Contact the vendor or consult product documentation to disable MD5 and 96-bit MAC algorithms.

Risk Factor

Low

CVSS Base Score

2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/1:N/A:N)

Plugin Information:

Published: 2013/11/22, Modified: 2016/12/14

Plugin Output

192.168.0.254 (tcp/22)

The followi ng client-to-server Message Authentication Code (MAC) al gorithns
are supported :

hmac- nd5
hmac- nd5- 96

The fol |l owi ng server-to-client Message Authentication Code (MAC) al gorithns
are supported :

hmac- nd5
hmac- nd5- 96

71049 (1) - SSH Weak MAC Algorithms Enabled 30
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